TANET20070 0 0000000000000

f@ BB Y HILMAC a5 e 2 RIL A IR

-
ER Y

% 3 A

¥ iz

A

{ihhuang, kcchang, czyang}@syslab.cse.yzu.edu.tw

&

AR B enge it s BoRIE > B £ E R i
*ET LA E R E MAC it kb
B hinfipR R g ’g&&*ﬁ%&?uﬁé
PR PR F o o A 3T LR ¢
E AR PR B AR RTINS > N A i
-ﬁﬁ BT AR R (TIREILE o AP T
Beyrdlis ¢ B 2 AV UG $ MAC fak ot
AAchwf o R FHGENL R Rt B ApE B oo
SRRt R P RS - B AIE A kR
MAC a5 ig e 4 o gt 48402 4 & 9]
p«z1$\7 &1 L :ié;_@xx M it e Bd F
iy PIRB2 @ e o 4 ¥ B
Bod HELRY ﬂ;m,fﬁnf NI A BiE
4 ehite i § %S it o A Hi MAC ik
Fid T A A e oo AP R A JAVA FIF
Linux £ Windows } > # %% st #4]7 $# MAC

S EGOER A RT e A LRARE
¥ oo
MeEiw Bl MAC i sish® B 0 832 4

W4 mARER
Abstract

Wireless networks provide convenient Internet
services. Unfortunately, malicious users can illegally
access the network using MAC address spoofing.
They may also initiate other network attacks to violate
the rights of legal users. Although many approaches
exist to counter MAC address spoofing threats in
current access control protocols, their deployment
costs are very high. In this paper, we propose an
agent-based mechanism to counter MAC address
spoofing threats. Because malicious users cannot get
the agent, the illegal transmitted packets will be
treated as invalid packets and filtered out. We have
implemented this mechanism on Linux and Windows
in JAVA. We also show that the mechanism can
counter MAC address spoofing threats.

Keywords: access control, MAC spoofing, agent,
wireless network.
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